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OBLUME  uucro npocmoTpos

OWASP Xenotix XSS Exploit Framework - 3T0 MHHOBaUMOHHasA nnaTdopMa AN 06HaPY>XXEHMS U UCMOSIb30BaHNA cnabbix MeCT C
MOMOLLbIO MeXCcanToBbIx clieHapues (XSS). OH faeT HyneBble JIOKHOMOJIOXKMUTENbHbIE PeayibTaTbl CKAHUPOBaHUSI BMECTE CO
CBOWM YHUKaJIbHbIM BCTPOEHHbIM CKaHEPOM C TPOMHbIM 6pay3epHbiM ABuxKoMm (Trident, WebKit u Gecko). YTBepxaaeTtcs, 4to
OH UMeET 2-0 N0 BENUYUHE MNOMEe3HYH Harpysky XSS B Mupe, HacuuTbiBatoLLyto 6onee 1500 KOHKPETHbIX MOMe3HbIX Harpy3oK
XSS ans addekTMBHON AnMarHoCTMKM yasBumocTein XSS n obxona WAF. OH BKtOUYEH B cOCTaB MHOMOQYHKLMOHANbHOrO MOAY A
c6opa UHbopMaLUK ANna pa3BeaKu Lenen.

Bam Taioke Moxer NOHpaBUTLCA

» Momnomnypun u3 BreachForums apectoBaH 1 06BUHEH
» Ha pbiHKe yKpageHHbIX KpeauTHbIX KapT BidenCash npoucxoaut yreuka Gonee 2 MUAIMOHOB KPeANTHBIX KapT

» Cloudflare ocranaBnuBaer pexopanbie DDOS-araku

Mnatdopma aKCNNOWTOB BK/OYAET B CEOSI KpailHe arpecCyBHbIe MOAYNM aKCMyaTaummn XSS anst TeCTUPOBaHWA Ha
NPOHWKHOBEHNE N NOATBEPXKAEHUS CO3[aHUSA KOHLEeMNLUUW.
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MOo4YJIM CKAHEPA

= CkaHep B Py4HOM pexvme

= CkaHep B aBTOMAaTN4ECKOM pexvime
= CkaHep DOM

= MHoronapameTpuyecknii ckaHep

= CkaHep 3anpoCcoB Ha OTnpaBKy

= CkaHep 3arorioBkoB

= da3szep

= [leTeKTop CKPbITbIX NapameTpoB

mMoAynn C6OPA UHOOPMALIUUN

m [laktunockonua WAF

= CHATWe 0TNeYaTKoB NanbLeB XepTBbl

= CHsATUE OTnevaTkoB nanbLeB B bpaysepe
= [letekTop pyHKUMI Bpay3epa

= [IpoBepka Ping

= CkaHMpoBaHue NopToB

= CKaHUpOBaHWe BHYTPEHHel ceTu

MOAYNN SKCMNTYATALIK

= OtnpaBuTb coobLyeHne

= [loxututens caiinos cookie

= duwep

= Tabynsuwus

n Kennorrep

= HTMLS5 DDoSer

= 3arpy3uTb hann

= VicnonHsiembivi pavin Drive-By

= Ob6onouyka JavaScript

m O6partHas Beb6-o6onovka HTTP

= O6onoyka obpaTHOro ynpasneHus

= JkcnnowT 6pay3sepa Metasploit

= [lononHeHue k o6patHoii o6onouke Firefox (noctosiHHoE)
= [lononHexue ans Firefox Session Stealer (noctosiHHOE)

= [lononHexue ans Firefox Keylogger (noctosiHHoe)

= [lononHexue ans Firefox DDoSer (nocTosiHHOE)

= [lononHeHue Ans kpaxu y4eTHbIX AaHHbIX Firefox Linux (noctosiHHoe)

» Firefox 3arpyaet 1 3anyckaet affoH (MOCTOSHHbII)

CITY>XXEBHbBIE MOAYJIN

= VIHCTpymeHTbl padpabotynka WebKit
= KoaupOBLUUK MONE3HON Harpysku

= JavaScript YkpacuTb

= Kanbkynstop xawa

= [leTekTop XaLwa
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Tern: MexcanlToBbIA CKPUNTUHT javascript OWASP TecT Ha NPOHUKHOBEHMNE [oka3aTenbCTBO KOHLENUUn XSS

Mon AHpgepcoH

MmaBHbIN pegakTop ZeroSecurity. OnbIT BKIOYaET NporpaMmMypoBaHue, aHanns BpedoHOCHbBIX NporpamMm 1 TeCTUPOBaHWe Ha

NpoHuKHOBeHMe. Ecnin Bbl xoTUTe HanucaTb Ansa ZeroSecurity, noxanyiicTa, Haxmute "CBA3aTbCs C HaMK' BBEPXY CTPaHMULIbI.

QHvY O

PexkoMenayetcs ang Bac

Momnomnypun u3 BreachForums apectoBaH v 06BuHEH

ABTOP MOM AHOEPCOH © 17 MAPTA 2023 I". - OBHOBJIEHO 23 UIOMNA 2023 . ¢©0

On Wednesday afternoon, federal agents arrested a man in Peekskill, New York, for
allegedly running a dark web data breach site known as "BreachForums." The suspect,
Conor Brian...

READ MORE

Stolen credit card market BidenCash leaks over 2 million credit cards

BY PAUL ANDERSON @ MARCH 3,2023 ¢©0

BidenCash, a marketplace that focuses on carding, has leaked a database of 2,165,700
credit and debit cards to celebrate its first anniversary. Instead of keeping the leak a...

READ MORE

Cloudflare Stops Record-Breaking DDoS

BY CHRISTI ROGALSKI  © JUNE 29,2022 ¢©0

Cloudflare has reported that it successfully neutralized the largest recorded DDoS attack in
history. The attack, a 26 million request per second onslaught, targeted a customer on
the...

READ MORE

Chrome Browser Extension Vytal Prevents Privacy Leaks

BY CHRISTI ROGALSKI  © JUNE 19, 2022 - UPDATED ON JUNE 20,2022 ©0

Released in 2008, Google Chrome is a cross-platform web browser. With over 3.2 billion internet users worldwide, there's no
denying that Chrome is the most popular browser today....

READ MORE
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State-sponsored Iranian Hackers utilize .NET DNS Backdoor in new Attack

BYKYLE ©JUNE 12,2022 ©0

HoBocTu no Teme

{E4-

An Advanced Persistent Threat (APT) hacking group based out of Iran going by the name

Lycaeum has been seen using a .NET-based DNS backdoor to target organizations within...

READ MORE
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Emotet Tenepb Mcnonb3yer Onenote A1l CBOMX KaMNaHuii no pacchbliiKe cnamMa
© 26 MAPTA 2023 T.

NMnatgopma ChipMixer, npuA3anHas K cxeMe 0TMbIBAHUA KPUNTOBANIOTBI — U3bATA BAACTAMM
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AHB nepexBatbiBaeT MapwpyTu3atopsbi CLIA
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We cover the latest in Information Security & Blockchain news, as well as threat trends targeting both sectors.
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